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Regulation of Cross—Border Data Flows in Digital Trade through International Law
Tan Guanfu

Abstract: Cross—border data flow is the prerequisite for digital trade, but is faced with divergent
regulations in different countries, and is hard to be coordinated. Currently, it is facilitated through some
arrangements under the framework of WTO that promote the liberalization of digital trade infrastructures.
It is also regulated through the newly concluded FTAs, which have established a relatively freer legal
framework by adopting a regulatory model of "principle plus exception." The FTAs have also set down
special rules for cross—border flow of particular data, including the rules for protecting personal data and
for opening government data. Thus, the WTO members may negotiate a basic framework for data protec—
tion within the multilateral trading system, or they may also coordinate national standards for personal
data protection through the mutual recognition mechanism under article 7 of GATS, and strengthen their
cooperation with APEC or OECD. China, having sticked to risk control in the regulation of cross—border
data flows, has formed a basic top—level regulatory framework that rate and classify data. Such a frame—
work, though geared to international rules, still needs to be further improved through legislations and es—
tablishment of relevant standards, and be coordinated with that of the other countries.

Keywords: digital trade; cross—border data flows; international law; WTO; FTA
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